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Introduction
As a community council managing the OCR venue, it is crucial to understand and implement
robust cyber security measures. Cyber security isn't just for large corporations; it's vital for
organisations of all sizes, including community venues. This guide aims to help you grasp the
importance of cyber security, particularly through the lens of the Cyber Essentials scheme and the
UK General Data Protection Regulation (UK GDPR), and provides practical steps to protect RMCC
and our wider community from potential threats.

Recent statistics from the Cyber Security Breaches Survey 2023 highlight that 32% of UK
businesses identified cyber attacks in the past 12 months. These breaches are not just a concern
for large corporations; even non-profits, community councils, and smaller organisations are
vulnerable. The survey indicates that cyber attacks can lead to significant financial and reputational
damage. Cybersecurity must be a top priority for organisations like Radyr & Morganstown
Community Council, and it should be considered in any project we undertake. Below, I have
provided a brief overview of factors to consider:

What is Cyber Security?
Cyber security protects your computers, networks, and data from unauthorised access and cyber
threats. It encompasses a range of practices, technologies, and policies designed to safeguard
your digital assets. Some common cyber attacks are listed below.

Common Cyber Threats
● Phishing: Fraudulent emails or messages pretending to be from trusted sources to trick

people into giving away sensitive information.
● Malware: Harmful software designed to damage or disrupt systems or to steal personal

and financial information.
● Ransomware: A type of malware that locks you out of your computer or files and demands

payment to regain access.
● Hacking: Unauthorised access to computer systems or networks to steal, change, or

destroy information.
● Social Engineering: Manipulating people into breaking security protocols or sharing

confidential information.
● DDoS Attack (Distributed Denial of Service): Overwhelming a website or online service

with too much traffic, causing it to crash and become unavailable.
● Spyware: Software that secretly monitors and collects information about your online

activities without your knowledge.
● Password Attack: Attempts to guess or steal passwords to gain access to accounts and

personal data.



● Man-in-the-Middle Attack: Intercepting and altering communication between two parties
without their knowledge.

● Zero-Day Exploit: Attacking vulnerabilities in software that are unknown to the software
vendor and, therefore, unpatched.

Why is Cyber Security Important for RMCC?

● Protecting Sensitive Information:
○ RMCC handles personal data from Counselors, staff, and attendees.
○ Ensuring this information is secure prevents identity theft and data breaches.

● Financial Security:
○ Cyber attacks can lead to significant financial losses through fraud or ransomware.

Protecting RMCC's financial data is essential.
● Maintaining Privacy:

○ Ensuring the confidentiality of internal communications and data maintains trust
within the community.

● Operational Continuity:
○ A cyber attack can disrupt operations, leading to cancellations and loss of revenue.
○ Effective cyber security ensures smooth and continuous functioning.

● Building Trust:
○ Demonstrating a commitment to cyber security reassures the community that their

data and interactions with RMCC are safe.

Cyber Essentials

Cyber Essentials is a government-backed scheme that helps organisations protect themselves
against the most common cyber threats. By implementing Cyber Essentials, RMCC can ensure a
basic level of cyber security.

Five Key Controls of Cyber Essentials
1. Firewalls: Protecting your internet connection with a firewall prevents unauthorised access.
2. Secure Configuration: Ensuring that systems are configured securely reduces

vulnerabilities.
3. User Access Control: Managing who has access to your data and services prevents

unauthorised access.
4. Malware Protection: Installing antivirus software and other measures to protect against

malicious software.
5. Patch Management: Keeping software and systems up to date to protect against known

vulnerabilities.



Considering UKGDPR

One important aspect to consider in cybersecurity is the UK General Data Protection Regulation
(UK GDPR). This regulation governs how organisations handle personal data, aiming to protect
individuals' privacy and empower them with control over their personal information.

Key Principles of the UK GDPR:

Lawfulness, Fairness, and Transparency: Organizations must process personal data lawfully,
fairly, and transparently, ensuring that individuals are fully informed about how their data is being
handled.

Purpose Limitation: Data collection should be carried out for specified, explicit, and legitimate
purposes, and further processing of the data for purposes incompatible with those originally stated
is prohibited.

Data Minimization: Organizations must ensure that the personal data collected is adequate,
relevant, and limited to what is absolutely necessary for the specified purposes.

Accuracy: Personal data must be kept accurate and up to date to ensure its reliability and
relevance.

Storage Limitation: Personal data should be stored in a form that allows for identification only for
as long as necessary for the stated purposes. Once the purpose is fulfilled, the data should be
securely deleted or anonymised.

Integrity and Confidentiality: Organizations are responsible for processing personal data in a
manner that ensures appropriate security, safeguarding it against unauthorized or unlawful
processing, accidental loss, destruction, or damage..



Suggestions for Enhancing Cybersecurity:

Below is an outline of some of the improvements we need to move RMCC to best practice standards, and we can use this as a starting point to make
improvements,

Recommended Action Description Current State Actions Required

Strong Passwords / Use unique, complex
passwords for all accounts.
Consider using a password
manager to keep track of
them.

At present,
password
management could
be better, and
passwords are not
reset on a regular
basis.

● Implement a policy of reviewing and updating all passwords
every six months to ensure that all systems and accounts utilise
unique and secure credentials.

● Enforce the use of unique usernames and passwords for each
account across all systems. Each user should possess their
own account for platforms such as WordPress and Office 365,
ensuring enhanced security and accountability.

● Possibly look into using a password manager like 1Password.

Multi-Factor
Authentication (MFA)

MFA is a security measure
that requires users to provide
two or more different pieces
of evidence to verify their
identity when logging into an
account. This makes it more
difficult for unauthorised
users to access your
account, even if they have
your password.

Currently, we have
MFA enabled for
Office365 and
Banking

● Make sure we have MFA enabled ware ever possible and
review all platforms, e.g. WordPress,

Software Updates Keep all software (operating
systems, applications, etc.)
up-to-date to patch
vulnerabilities.

Managed by
Jellyfish IT For
current hardware,

● Ensure that all hardware and software components remain
within the manufacturer's support period.

● It may be necessary to upgrade personal computers to
Windows 11 prior to October 14, 2025, as Microsoft will cease
support on that date. This may require paid upgrades or the
replacement of personal computers.



Antivirus/Antimalware Install and regularly update
reliable security software on
all devices.

Managed by
Jellyfish IT, we
subscription to an
antivirus product

N/A

Backups Regularly back up important
data to an external drive or
cloud service.

Managed by
Jellyfish IT, we
currently backup
Office 365 data
only

● Backup Solutions for PCs and Laptops need to be implemented.
I am concerned that the Paxton Net2 Database, which is crucial
for the functionality of the access control system, and sensitive
data pertaining to certain Sage accounts are currently stored
solely on Clarks' personal computers. We must implement an
additional backup solution for these systems to mitigate the risk
of data loss and minimise potential downtime in the event of
hardware failure or theft.

Wi-FI/Network
Network Segregation

Network segregation is
essential to keep the office's
private network at a venue
secure and separate from the
public Wi-Fi. This ensures
that sensitive company data
stays protected while
allowing guests to use the
internet without
compromising the internal
network.

Not Set at the
moment significant
risk.

● See the Network Improvements document and implement
separate networks for public and office use.

Physical Security Protect devices from theft
and unauthorised access by
implementing physical
security measures.

Current Net2 ● Physical security is a concern after recent break-ins due to the
risk of data loss. We should review how we use door access.
For example, the second door should be moved over to Paxton
and the usage of fobs and door codes,


